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[bookmark: _Toc235193794]Purpose
This AI Self-Reporting Addendum provides governments with a high-level overview of how a service provider’s AI enabled product operates, including its architecture, data handling, governance practices, and risks. It is designed to promote transparency by guiding vendors to disclose key details about AI functionality, data use, controls, and limitations. The form serves as an initial touchpoint to support government due diligence and is not intended to function as a full procurement or compliance tool. 

[bookmark: _Toc235193795]Guidance for Completing This Form
To ensure your submission is as useful as possible for government reviewers, please: 
· Complete one form for each product or service that includes AI functionality - for multiproduct or multi-service providers.
· Provide clear, concise answers to each applicable question, keeping responses under 500 characters
· Consult the definitions section to ensure accurate and consistent use of terms throughout your submission. 
· Reference any supporting policies, documentation, or product pages where additional information is available, and include any additional considerations, exceptions, or best practices in the final comments section of the form. 
· Consult the definitions section to ensure accurate and consistent use of terms throughout your submission. 



[bookmark: _Toc235193796]Product and Contact Information
1. Service Provider (SP) Name:
Click or tap here to enter text.
2. Product Name:
Click or tap here to enter text.
3. Product Version (if applicable):
Click or tap here to enter text.
4. Primary Point of Contact Name and Title:
Click or tap here to enter text.
5. Primary Point of Contact Email:
Click or tap here to enter text.
6. Date of Submission:
Click or tap here to enter text.
[bookmark: _Toc235193797]AI Functionality and Integrations
7. Brief description of the product's AI-driven functionality:
Click or tap here to enter text.
8. What core decision(s) or actions does the AI system automate or support?
Click or tap here to enter text.
9. List all external AI models, APIs or third-party AI services integrated into your product. For each item listed, describe whether the service operates within your SaaS/PaaS environment or transfers data to external cloud environments outside your direct control.
Click or tap here to enter text.
[bookmark: _Toc235193798]Data Use and Protection
10. Is customer data processed by any AI functionality?
☐ Yes		☐ No
11. What types of data is processed by AI functionality?
☐   Public
☐   Internal Only
☐   Confidential
☐   Regulated
☐   Other: Click or tap here to enter text.
12. Is customer data used for training, tuning, or improving the AI system?
☐ Yes		☐ No
13. If yes, can administrators opt-out and manage consent requirements with end users?
Click or tap here to enter text.
14. What default protections (e.g., encryption, redaction, access control) are applied to customer data processed by AI?
Click or tap here to enter text.
15. Are there mechanisms to detect and protect (or redact) sensitive or regulated data in AI workflows?
☐ Yes		☐ No
16. Please describe the mechanisms to detect and protect (or redact) sensitive or regulated data in AI workflows.
Click or tap here to enter text.
17. Can administrators and/or end-users opt out of data usage for AI purposes, or request deletion/expungement?
☐ Yes		☐ No
18. Please describe the process of administrators and/or end-users opting out of data usage for AI purposes, or requesting deletion/expungement.
Click or tap here to enter text.
[bookmark: _Toc235193799]AI Activation and Administrative Controls
19. Is AI functionality enabled by default for all customers?
☐ Yes		☐ No
20. If AI functionality is not enabled by default for all customers how is it activated (e.g., by admin, end-user)?
Click or tap here to enter text.
21. What type of agreement is typically required to activate AI features in your product?
☐   No additional agreement is required
☐   A formal amendment to the existing contract
☐   A separate standalone contractual agreement
☐   A click-through agreement or acknowledgement
☐   Depends on contract
22. Is any AI functionality mandatory for your product/service?
☐ Mandatory	☐ Optional
23. If optional AI functionality is optional, can it be disabled without loss of core product functionality?
Click or tap here to enter text.
24. Can administrators disable the AI features?
☐ Yes		☐ No
25. Please describe the controls or settings available for disabling AI features.
Click or tap here to enter text.
[bookmark: _Toc235193800]User Transparency, Oversight, and Model Management
26. Do end-users receive advance notice they are interacting with AI?
☐ Yes		☐ No
27. Please describe the method of advance notification that end-users receive.
Click or tap here to enter text.
28. Does your product provide visibility to administrators when AI functionality has been used (audit logs of AI interactions, user notifications, etc.)?
☐ Yes		☐ No
29. Please describe the process for administrators to view those logs, user interactions/notifications, etc.
Click or tap here to enter text.
30. Do administrators have the option to opt out of or delay updates to models (i.e. remain on a previous version)?
☐ Yes		☐ No
31. Please describe the process to opt out of or delay updates to models and any limitations.
Click or tap here to enter text.
32. If an AI model is updated, are there rollback or version control mechanisms available to administrators?
☐ Yes		☐ No
33. Please describe how the rollback or version control mechanisms work.
Click or tap here to enter text.
[bookmark: _Toc235193801]Risks, Documentation, and Additional Considerations
34. What, if any, known risks or limitations should government customers consider before enabling or relying on the AI functionality?
Click or tap here to enter text.
35. Is there documentation available to support government customers understanding or to guide risk/benefit assessment?
☐ Yes		☐ No
36. If yes, provide a links/attachments to any available documentation.
Click or tap here to enter text.
37. Please outline any unique considerations, exceptions, or features not covered above, or highlight any best practices you believe are important to your product.
Click or tap here to enter text.


[bookmark: _Toc235193802]Definitions
· Administrator: The government entity's administrator of the service.
· AI: GovRAMP leverages the NIST AI Risk Management Framework definition of an AI system: an engineered or machine‑based system that can, for a given set of objectives, generate outputs such as predictions, recommendations, or decisions that influence real or virtual environments. These systems are designed to operate with varying levels of autonomy.
· Confidential Data: Non-public information that could cause harm if disclosed, such as employee PII or internal financial statements.
· Customer: The government entity (customer) purchasing or using the service.
· End-User: The individual interacting directly with AI features of the service (e.g., a government employee or a citizen using a portal).
· Internal Only Data: Non‑public information intended solely for use within the organization that does not meet the threshold of confidential or regulated data, such as internal project plans, draft materials, or non‑sensitive operational updates whose disclosure could cause minor operational disruption but not significant harm.
· Public Data: Information that is intentionally made available for public access and poses minimal risk if disclosed. This may include openly published resources, publicly accessible datasets, or information explicitly designated for unrestricted distribution.
· Regulated Data: Non-public information that could cause harm if disclosed, such as employee PII, internal financial statements, and other regulated data, including FISMA‑protected security information, PHI governed by HIPAA, CUI, or similar data categories subject to statutory or policy‑based handling requirements.
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