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Phishing Resistant MFA in the GovRAMP Security Framework
MAPPING GOVRAMP IMPACT LEVELS TO NIST AALS
	GovRAMP Impact Level
	Minimum AAL
	GovRAMP Enhancement

	Moderate
	AAL2
	MFA must be phishing‑resistant

	High
	AAL3
	Phishing‑resistant MFA using non‑exportable, hardware‑backed keys


HOW TO MEET THE REQUIREMENTS
AAL2: GovRAMP Moderate
Moderate impact systems must meet the baseline requirements for AAL2 as defined in NIST SP 800‑63B, including:
· A minimum of at least two different authentication factors
· Resistance to replay attacks
· Secure authenticator lifecycle management
GovRAMP extends these requirements by mandating phishing‑resistant MFA, which NIST otherwise only strongly recommends at AAL2.
ACCEPTABLE PHISHING‑RESISTANT MFA OPTIONS
The following authenticator types meet both AAL2 requirements and GovRAMP’s phishing‑resistance expectation when properly configured:
WebAuthn/FIDO2 Authenticators
Examples:
· Yubico YubiKey 5C FIPS Series
· Duo Security Keys
· Okta FastPass (device‑bound with WebAuthn)
· Microsoft Authenticator Passkeys
· Google Authenticator Passkeys
· Phishing resistance is achieved through origin binding and cryptographic challenge‑response.
Public Key Infrastructure (PKI)
Examples:
· PIV or CAC cards
· Hardware‑backed PKI tokens
Provides strong cryptographic authentication with mutual validation between client and verifier.
Note: OTP‑based authenticators (SMS, email, TOTP) do not meet GovRAMP’s phishing‑resistant requirement and should not be relied upon as the sole MFA mechanism for Moderate systems.
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AAL3: GOVRAMP HIGH
High impact systems must meet AAL3, which includes all AAL2 requirements plus additional constraints designed to protect against advanced attack scenarios.
Additional AAL3 requirements include:
· Use of a separate physical authenticator (not purely software‑based)
· Cryptographic keys that are hardware‑protected and non‑exportable
ACCEPTABLE PHISHING RESISTANT MFA OPTIONS
WebAuthn / FIDO2 hardware security keys
Examples:
· Yubico YubiKey 5C FIPS Series
· Duo FIPS‑validated Security Keys
Keys must be generated and stored in secure hardware and configured to prevent export.
PKI Hardware Devices
Government‑issued or CSP‑managed hardware tokens with FIPS‑validated cryptographic modules











Disclaimer: Any products, tools, platforms, or vendors referenced in this material are provided as examples only and do not constitute an endorsement or recommendation by the GovRAMP PMO. Organizations should evaluate available solutions based on their own security requirements, environment, risk tolerance, and applicable requirements. The GovRAMP PMO does not receive or imply any affiliation with the vendors or products referenced unless explicitly stated.
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