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Achieving Compliance for MFA in GovRAMP Rev5 Edition
SUMMARY
The current GovRAMP Security Framework requires that MFA meet the following requirements:
· At least one authentication factor must be generated on a device separate from the device attempting to gain access. 
· Must meet NIST SP 800-63b requirements for authentication protocols at the respective AAL.
· At least one authentication factor must meet NIST definition for phishing resistance.
WHAT IS “PHISHING RESISTANT” MFA?
The purpose of phishing resistant MFA is to provide technical mitigation for website impersonation 
attacks. The authenticator content must only be readable and usable by the verifier, which prevents 
an imposter website from harvesting credentials and passing them to a legitimate website.[footnoteRef:1] [1:  Temoshok, David; Fenton, James; Choong, Yee-Yin; Lefkovitz, Naomi; Regenscheid, Andrew; Galluzzo, Ryan; Richer, Justin (2006) Digital Identity Guidelines: Authentication and Authenticator Management. (National Institute of Standards and Technology, Gaithersburg, MD), NIST Special Publication (SP) 800-63b, Rev. 4, Includes updates as of July 2025 ] 

NIST identifies two implementations that meet its requirements: 
Channel Binding and Verifier Name Binding
Channel Binding
Channel Binding is the most secure form of phishing resistant MFA. In channel binding, the authenticator will establish a protected channel with the verifier. The protocol then cryptographically binds a channel identifier (which is generated during the negotiation of the channel) to the authenticator output. This can be achieved by signing the two values together using a private key controlled by the claimant. The verifier will validate the content using the associated public key, preventing an imposter verifier from relaying the authenticator content in a different channel. PIV/CAC, which uses a client-authenticated TLS connection, is an example of channel binding.[footnoteRef:2] [2:  Ibid] 

Verifier Name Binding
Verifier name binding is not as secure as channel binding because the authenticator content is not tied to a specific channel. It is still considered to be phishing resistant, as the verifier is still able to validate that 
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the authenticator content originated from a legitimate claimant. In verifier name binding, the protocol establishes an authenticated protected channel with the verifier. Next, an authenticator output is generated that is cryptographically bound to a verifier ID, which is a static value. The binding may be established using an authenticator secret (such as a PIN or password), deriving an authenticator secret using the verifier ID, cryptographically signing the authenticator output using the verifier ID, or by other approved cryptographic means. An example of verifier name binding is WebAuthn, which uses FIDO2 specifications. This protocol binds the authenticator output to the verifier by choosing an authenticator secret based on the verifier’s domain name.
WHAT IS NOT PHISHING RESISTANT?
Channel binding and verifier name binding are the only two mechanisms identified by NIST that meet their definition of phishing resistant. All other protocols are susceptible to phishing attacks, specifically website impersonation attacks. NIST specifically identifies out-of-band and OTP as NOT meeting the requirements, but any protocol that requires a claimant to manually input authenticator content is inherently not phishing resistant.[footnoteRef:3] Passwords, push notification with alpha-numeric verification code, SMS, email, and PINs would also fail because they require the user to manually enter authenticator content.  [3:  Ibid] 

GOVRAMP REQUIREMENTS FOR PHISHING RESISTANCE
Multi Factor Authentication (MFA) has been a pillar of the GovRAMP security framework since its inception in 2020. NIST SP 800-53 clearly indicates that MFA is required to satisfy the control requirements in control IA-02 (01).[footnoteRef:4] This publication does not provide specific implementation guidance, leaving it up to organizations to define their own. GovRAMP specifies two additional requirements for MFA that aren’t enumerated within the NIST 800-53 Rev 5 security controls. [4:  Joint Task Force Transformation Initiative Interagency Working Group (2013) Security and Privacy Controls for Federal Information Systems and Organizations. (National Institute of Standards and Technology, Gaithersburg, MD), NIST Special Publication (SP) 800-53, Rev. 5, Includes updates as of December 10, 2020.] 

The detailed guidance for authenticators is found in NIST SP 800-63B Rev 4, published in July 2025. The most significant change in the recent update to this guidance is the requirement that authentication methods be phishing resistant. While this was technically a requirement for AAL3 in Revision 3 where it was referred to as “impersonation attack resistance,” NIST clarified the intent of the requirement in Revision 4. This requirement is included in the GovRAMP Security Framework for Moderate systems as an “Additional GovRAMP Requirement” for IA-02.[footnoteRef:5] [5:  Ibid] 



HOW TO MEET THE REQUIREMENTS:
AAL2 (GovRAMP Moderate):
Moderate systems must meet the authentication requirements for AAL2 as defined in NIST SP 800-63b.[footnoteRef:6] GovRAMP has implemented additional requirements for Moderate systems as well. In addition to meeting all the requirements of AAL2, GovRAMP requires MFA be phishing resistant, which NIST only strongly recommends. [6:  GovRAMP (2023) GovRAMP Rev. 5 Moderate Baseline System Security Plan (SSP) Template. (GovRAMP, Indianapolis, IN)] 

· WebAuthn / FIDO2 (Yubico Yubikey 5c FIPS series, DUO security keys, Okta FastPass, Microsoft Authenticator Passkeys, Google Authenticator Passkeys)
· PKI (PIV/CAC, PKI devices)
AAL3 (GovRAMP High):
High impact systems that require AAL3 have all the requirements of AAL2 systems with additional restrictions. The authenticator should be a separate physical device, not software running on a device (no authenticator apps). Additionally, the keys used for the authentication cannot be exportable, which is a relatively new feature used by many WebAuthn authenticators. 
· WebAuthn / FIDO2 (Yubico Yubikey 5c FIPS Series, DUO Security Keys)









Disclaimer: Any products, tools, platforms, or vendors referenced in this material are provided as examples only and do not constitute an endorsement or recommendation by the GovRAMP PMO. Organizations should evaluate available solutions based on their own security requirements, environment, risk tolerance, and applicable requirements. The GovRAMP PMO does not receive or imply any affiliation with the vendors or products referenced unless explicitly stated.
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